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Appendix A: Project Team Members and Participants

U.S. Department of Justice’s (DOJ) Bureau of Justice Assistance (BJA)—in partnership with
the Global Justice Information Sharing Initiative (Global) Criminal Intelligence Coordinating
Council (CICC), the U.S. Department of Homeland Security (DHS), and the Major Cities
Chiefs Association (MCCA)—would like to thank Los Angeles, Chicago, Boston, and Miami-
Dade Police Departments for allowing the site team to visit and observe how their agencies
handle suspicious activity. Recognition also needs to be made to the site team and
executive steering committee members whose support was instrumental in the development
and vetting of the Findings and Recommendation of the SAR. Everyone’s assistance and
dedication to this effort have contributed to the success of the SAR Support and
Implementation Project.

Participating Agencies and Representatives

Los Angeles Police Department

Chief William Bratton Reserve Officer Renee Greif
Officer Jim Buck Detective Andy Grimes
Sergeant Dino Caldera Captain Joel Justice

Mes. Elizabeth Carrillo Commander Joan T. McNamara
Deputy Chief Michael Downing Lieutenant Shannon K. Paulson
Detective Jeff Godown Detective Stan Salas

Chicago Police Department

Mr. Terry Collins Lieutenant Leo Panepinto

Sergeant Paul Derosa Lieutenant Ronald Pontecore
Lieutenant Daniel Godsel Commander Ralph Price

Mr. James Hickey Captain Martin Ryczek

Ms. Catherine Kolb Commander David A. Sobczyk
Commander Jonathan Lewis Assistant Deputy Superintendent
Lieutenant James Marino Matthew Tobias

Lieutenant David McNaughton Superintendent of Police Jody P. Weis

Sergeant Mike Murphy
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Boston Police Department

Sergeant Detective Dan Coleman
Police Commissioner Edward Davis
Mr. Richard Laird

Miami-Dade Police Department

Ms. Lourdes De La Nuez
Sergeant Luis Fuste
Officer Jonathan Morris

Mr. John Murphy (Broward County,
Florida, Sheriff’s Office)

Site Visit Team

Mr. Steven Ambrosini
Director of Operations,
IJIS Institute

Mr. Robert P. Boehmer

Director

Institute for Public Safety Partnerships
University of Illinois at Chicago

Chair, GAC

Mr. Andrew Brock

Intelligence Officer

State and Local Fusion Center
Program Office, DHS

Mr. Robert Cummings

Executive Vice President

Institute for Intergovernmental
Research (IIR)

Mr. Thomas Frazier
Executive Director, MCCA

Deputy Superintendent Earl O. Perkins
Director Carl Walter

Mr. W. Scott Nugent (Palm Beach County,
Florida, Sheriff’s Office)

Sergeant Amado Ojeda
Director Robert L. Parker
Major Michael Ronczkowski
Chief Ricky Smith

Mr. Stuart Frome

Section Chief

Office of Intelligence and
Analysis, DHS

Mr. Ronald Leavell

Lieutenant

Washington State Fusion Center
Seattle, Washington, Police Department
Representing the MCCA

Mr. David Lewis

Senior Policy Advisor

Information Technology Office,
Policy Division, BJA

Mr. Norman Lindsay

Deputy

Criminal Information Sharing and Analysis

Investigative Division

Hennepin County, Minnesota, Sheriff’s
Office

Representing the Major County Sheriffs’
Association (MCSA)
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Mr. Matthew Mattson
Research Associate, IIR

Ms. Suzette MclLeod
Assistant Director

Project Management Services
IJIS Institute

Mr. Thomas J. O'Reilly
Senior Policy Advisor, BJA

Mr. Philip Ramer
Senior Research Associate, [IR

Mr. Donald Sutherland
Project Manager
Technical Assistance
IJIS Institute

Executive Steering Committee

Mr. Melvin Blizzard

Executive Director

Washington, DC, Regional Threat and
Analysis Center

Mr. Ronald Brooks

Director

Northern California High Intensity Drug
Trafficking Area

Regional Terrorism Threat Assessment
Center

Vice Chair, CICC

Ms. Deborah Draxler

Branch Chief

Information Sharing and Collaboration
Office of Intelligence and Analysis, DHS

Mr. Thomas Frazier
Executive Director, MCCA
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Mr. Michael Tomczak
Representing the MCCA

Mr. James Welton

Lieutenant

Aurora, Colorado, Police Department
Representing the CICC

Mr. William A. Hipsley

Deputy Director

Information Analysis

California Office of Homeland Security

Mr. Paul Wormeli
Executive Director
IJIS Institute

Mr. Thomas Galati
Deputy Chief
New York City Police Department

Mr. Richard Holland
Captain, Houston, Texas, Police
Department

Mr. Clark Kimerer

Deputy Chief, Chief of Operations
Seattle, Washington, Police Department
MCCA

Mes. Joan McNamara

Commander, Assistant Commanding
Officer, Counter-Terrorism and
Criminal Intelligence Bureau

Los Angeles, California, Police Department
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Mr. Daniel Oates
Chief of Police, Aurora, Colorado,
Police Department, CICC

Mr. Thomas J. O'Reilly
Senior Policy Advisor, BJA

Mr. Russell M. Porter
Director, Intelligence Fusion Center,

lowa Department of Public Safety
Chair, CICC

Mr. Robert Riegle
Director, State and Local Program Office
Office of Intelligence and Analysis, DHS
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Mr. Richard Stanek
Sheriff, Hennepin County, Minnesota,
Sheriff’s Office, MCSA

Ms. Kathleen Suey

Deputy, Homeland Security Division

Las Vegas, Nevada, Metropolitan
Police Department

Mr. Larry Trent
Director, Illinois State Police

Mr. Paul Wormeli
Executive Director
IJIS Institute
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Appendix B: Los Angeles Police Department Special
Order Regarding SAR

OFFICE OF THE CHIEF OF POLICE
SPECIAL ORDER NO. 11 March 5, 2008

SUBJECT: REPORTING INCIDENTS POTENTIALLY RELATED TO FOREIGN OR
DOMESTIC TERRORISM

PURPOSE:  Current anti-terrorism philosophy embraces the concept that America’s

800,000 law enforcement officers fill a critical position in the area of
terrorism prevention. Law enforcement authorities must carry out their counter-terrorism
responsibilities within the broader context of their core mission of providing emergency
and non-emergency services in order to prevent crime, violence and disorder. In support
of this, the Department’s Counter-Terrorism and Criminal Intelligence Bureau (CTCIB) is
engaging in an effort to more thoroughly gather, analyze and disseminate information and
observations, of either a criminal or suspicious nature, which may prove critical to the
intelligence cycle.

This Order establishes Department policy for investigating and reporting crimes and non-
criminal incidents that represent indicators of potential foreign or domestic terrorism, and
incorporates within the Department Manual a procedure for gathering and maintaining
information contained in such reports.

POLICY: It is the policy of the Los Angeles Police Department to make every effort to

accurately and appropriately gather, record and analyze information, of a
criminal or non-criminal nature, that could indicate activity or intentions related to either
foreign or domestic terrorism. These efforts shall be carried out in a manner that protects
the information privacy and legal rights of Americans, and therefore such information shall
be recorded and maintained in strict compliance with existing federal, state and
Department guidelines regarding Criminal Intelligence Systems (28 Code of Federal
Regulations (CFR), Part 23 and applicable California State Guidelines).

PROCEDURE:
l. DEFINITIONS.

A. Suspicious Activity Report. A Suspicious Activity Report (SAR) is a
report used to document any reported or observed activity, or any
criminal act or attempted criminal act, which an officer believes may
reveal a nexus to foreign or domestic terrorism. The information
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reported in a SAR may be the result of observations or investigations
by police officers, or may be reported to them by private parties.
Incidents which shall be reported on a SAR are as follows:

*

Engages in suspected pre-operational surveillance (uses
binoculars or cameras, takes measurements, draws diagrams,
etc.).

Appears to engage in counter-surveillance efforts (doubles back,
changes appearance, evasive driving, etc.).

Engages security personnel in questions focusing on sensitive
subjects (security information, hours of operation, shift changes,
what security cameras film, etc.).

Takes measurements (counts footsteps, measures building
entrances or perimeters, distances between security locations,
distances between cameras, etc.).

Takes pictures or video footage (with no apparent esthetic value,
i.e., camera angles, security equipment, security personnel,
traffic lights, building entrances, etc.).

Draws diagrams or takes notes (building plans, location of
security cameras or security personnel, security shift changes,
notes of weak security points, etc.).

Abandons suspicious package or item (suitcase, backpack, bag,
box, package, etc.).

Abandons vehicle (in a secured or restricted location i.e., the
front of a government building, airport, sports venue, etc.).
Attempts to enter secured or sensitive premises or area without
authorization (i.e., “official personnel,” closed off areas of airport,
harbor, secured areas at significant events such as appearances
by politicians, etc.).

Engages in test of existing security measures (i.e., “dry run,”
security breach of perimeter fencing, security doors, etc.,
creating false alarms in order to observe reactions, etc.).
Attempts to smuggle contraband through access control point
(airport screening centers, security entrance points at courts of
law, sports games, entertainment venues, etc.).

Makes or attempts to make suspicious purchases, such as large
amounts of otherwise legal materials (i.e., pool chemicals, fuel,
fertilizer, potential explosive device components, etc.).
Attempts to acquire sensitive or restricted items or information
(plans, schedules, passwords, etc.).

Attempts to acquire illegal or illicit explosives or precursor agents
Attempts to acquire illegal or illicit chemical agent (nerve agent,
blood agent, blister agent, etc.).
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*  Attempts to acquire illegal or illicit biological agent (anthrax,
ricin, Eboli, smallpox, etc.).

*  Attempts to acquire illegal or illicit radiological material (uranium,
plutonium, hospital x-ray discards, etc.).

In possession, or utilizes, explosives (for illegal purposes).

* In possession, or utilizes, chemical agent (for illegal purposes,
i.e., dry ice bomb, chlorine, phosgene, WMD attack, etc.).

* In possession, or utilizes, biological agent (for illegal purposes,
i.e., terrorist device, WMD or a tool of terrorism, etc.).

* In possession, or utilizes, radiological material (for illegal
purposes, i.e., as a weapon, etc.).

*  Acquires or attempts to acquire uniforms without a legitimate
cause (service personnel, government uniforms, etc.).

*  Acquires or attempts to acquire official or official-appearing
vehicle without a legitimate cause (i.e., emergency or
government vehicle, etc.).

*  Pursues specific training or education which indicate suspicious
motives (flight training, weapons training, etc.).

*  Stockpiles unexplained large amounts of currency.

In possession of multiple passports, identifications or travel
documents issued to the same person.

*  Espouses extremist views (verbalizes support of terrorism, incites
or recruits others to engage in terrorist activity, etc.).

*  Brags about affiliation or membership with extremist
organization (“white power,” militias, KKK, etc.).

*  Engages in suspected coded conversations or transmissions
(e-mail, radio, telephone, etc., i.e., information found during a
private business audit is reported to police).

*  Displays overt support of known terrorist networks (posters of
terrorist leaders, etc.).

*  Utilizes, or is in possession of, hoax/facsimile explosive device.

Utilizes, or is in possession of, hoax/facsimile dispersal device.

In possession of, or solicits, sensitive event schedules (i.e.,

Staples Center, Convention Center).

In possession of, or solicits, VIP Appearance or Travel Schedules.

In possession of, or solicits, security schedules.

In possession of, or solicits, blueprints to sensitive locations.

In possession of, or solicits, evacuation plans.

In possession of, or solicits, security plans.

In possession of, or solicits, weapons or ammunition.

In possession of, or solicits, other sensitive materials (passwords,

access codes, secret government information, etc.).

* In possession of coded or ciphered literature or correspondence.

*

¥ ¥ ¥ ¥ ¥ ¥ ¥
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B. Involved Party (IP). An involved party (IP) is an individual that has
been observed engaging in suspicious activity of this nature, when no
definitive criminal activity can be identified, thus precluding their
identification as a suspect.

Il REPORTING AND INVESTIGATING.

A. Employees — Responsibilities. Any Department employee receiving
any information regarding suspicious activity of this nature shall:

* Investigate and take appropriate action, to include any tactical
response or notifications  to specialized entities.

Note: This section does not preclude, in any way, an employee
taking immediate action during the commission of a criminal act,
or in circumstances which require the immediate defense of life,
regardless of the nature or origin.

*  If the activity observed is not directly related to a reportable
crime, officers shall record the information collected from the
person reporting, or their own observations, on an Investigative
Report (IR), Form 03.01.00, titled “Suspicious Activity” in
accordance with the following guidelines:

*  If the person reporting (R) is willing to be contacted by
investigators, they shall be listed within the Involved
Persons portion of the IR. Officers shall consider utilizing a
“Request for Confidentiality of Information,” Form
03.02.00, to ensure confidentiality. If absolutely necessary,
officers can enter “Anonymous” for person reporting. Any
desire by a person reporting to remain anonymous does not
exempt officers from the requirement to complete an IR.

*  If the potential target of the activity can be identified, such
as a government building or official being surveilled, that
location or individual shall be listed within the “Victim”
portion of the IR. Otherwise the “City of Los Angeles” shall
be listed as the victim.

* If the information includes an involved party (IP), officers
shall identify or fully describe IPs within the narrative (page
2) of their report, along with any vehicle descriptions or
other pertinent information.

*  If the information is related to a regular criminal
investigation (such as a bomb threat, criminal threats,
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trespassing, etc.), the officers shall complete the criminal
investigation, make any appropriate arrests, and complete
any related reports. The officers shall include any additional
information that provides the nexus to terrorism within the
narrative of the crime or arrest report.

*  Should officers come across information that indicates
possible terrorism-related activity while investigating an
unrelated crime or incident (e.g., such as officers
conducting a domestic violence investigation observe
possible surveillance photographs and a map of the region
surrounding a government facility), or should they conduct
an impound or found property investigation which is
suspicious in nature, the officers shall make no mention of
this potential terrorism-related material or activity within
the impound, property, crime or arrest report. Under these
circumstances, the officers shall complete a separate SAR in
addition to the crime or arrest report, and shall note the
criminal investigation, impound or found property
investigation as their source of their activity.

*  Officers shall note on the left margin of any arrest facesheet
or IR that the report is to be sent to CTCIB, Major Crimes
Division.

Note: The Investigative Report is currently being revised to
include “SAR” and “Original to CTCIB, Major Crimes
Division” boxes to be checked when appropriate. The
revised IR will also include additional entries for involved
parties and involved vehicles.

*  Notify Major Crimes Division (contact Real-Time Analysis
and Critical Response [RACR] Division for off-hours
notification) for guidance or if the report involves an arrest
or a crime with follow-up potential.

*  Notify the Watch Commander, Area of occurrence.

*  Upon approval by the Watch Commander, ensure the Area
Records Unit is made aware of the report, immediately
assigns a DR number and forwards the original report to
MCD.

Note: Nothing in this Order alters existing policies
regarding notifications to required specialized units such as
Bomb Squad, Hazardous Materials Unit, Criminal
Conspiracy Section or RACR Division.
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B. Hazardous Materials and Devices Section, Emergency Services
Division—Responsibility. Personnel assigned to the Bomb Squad,
Hazardous Materials/ Environmental Crimes, or Airport K-9 Bomb
Detection Unit shall ensure that a SAR is completed on all incidents
on which they respond where a potential nexus to terrorism exists.
Suspicious Activity Reports completed by personnel assigned to these
units shall be processed through a geographic Area Records Unit as
directed below.

C. Watch Commanders—Responsibilities. Upon notification that
officers have received information regarding suspicious activity, the
Watch Commander shall:

*  Ensure the information supports the completion of a SAR report
and that no greater law enforcement response or notifications to
MCD are currently needed;

Review the report for completeness; and

*  Ensure the Area Records Unit immediately assigns a DR Number

and forwards the original report to MCD.

D.  Major Crimes Division—Responsibility. Upon receiving a telephonic
notification of suspicious activity, MCD personnel shall, when
appropriate, conduct immediate debriefs of arrestees, or provide the
appropriate guidance to patrol officers. Upon receiving a SAR report
forwarded to MCD, assigned personnel shall follow established
protocols regarding the processing of such information.

E. Records Personnel—Responsibilities. Upon receipt of a SAR-related
incident, crime or arrest report, records personnel shall:

*  Enter the information into the CCAD system, including any
appropriate CTCIB-related codes; and

*  Send the original report to “CTCIB/Major Crimes Division, Stop
1012” as soon as practicable, but no later than 24 hours after the
report is taken. No copies of the report shall be maintained at
the Area.

F. Area Detectives Personnel—Responsibilities. Upon receipt of a SAR-
related crime or arrest report Area detectives shall:

*  Ensure the report has been screened by MCD personnel and
referred back to the geographic Area for investigation; and
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Complete the investigation per normal policies and guidelines.
Note: If the report is a SAR-related incident only, or a crime or
arrest report which arrives at an Area Detective Division without
having been reviewed by MCD personnel, Area detectives shall
immediately forward the report to MCD (no copies shall be
retained at the Area).

G.  Counter-Terrorism and Criminal Intelligence Bureau—Responsibility.
Counter-Terrorism and Criminal Intelligence Bureau (CTCIB) is
responsible for providing Department personnel with training
pertaining to the proper handling of suspected terrorism-related
activity and ensuring adherence to the guidelines established
regarding developmental information and intelligence systems.

AMENDMENTS: This Order adds Section 4/271.46 to the Department Manual.

AUDIT RESPONSIBILITY: The Commanding Officer, Counter Terrorism and Criminal
Intelligence Bureau, shall monitor compliance with this directive in accordance with
Department Manual Section 0/080.30 and shall ensure that all information is collected and
maintained in strict compliance with existing federal, State and Department guidelines
regarding Criminal Intelligence Systems (28 CFR, Part 23 and applicable California State
Guidelines).

WILLIAM J. BRATTON
Chief of Police

DISTRIBUTION “D”
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Appendix C: Los Angeles Police Department
Terrorism-Related CCAD Codes

CRIME CLASS (CC)

R DESCRIPTION

CCAD LONG DESCRIPTION

CcC 995 Suspicious Activity Reports (SAR) | Suspicious Activity Reports

MO SUSPECT ACTIONS:

Engages in suspected preoperational
S 2100 | Preoperational surveillance surveillance (uses binoculars or cameras,
takes measurements, draws diagrams, etc.)

Appears to engage in countersurveillance
S 2101 | Counter surveillance efforts efforts (doubles back, changes appearance,
evasive driving, etc.)

Engages security personnel in questions
focusing on sensitive subjects (security
information, hours of operation, shift changes,
“what do cameras film?,” “do cameras
record?,” etc.)

Questions about security

S 2102
procedures

Takes measurements (counts footsteps,
measures building entrances or perimeters,
distances between security locations,
distances between cameras, etc.)

S 2103 | Appears to take measurements

Takes pictures or video footage (with no
apparent esthetic value, i.e., camera angles,
security equipment, security personnel, traffic
lights, building entrances, etc.)

S 2104 | Takes pictures or video footage

Draws diagrams or takes notes (building
plans, location of security cameras or security
personnel, security shift changes, notes of
weak security points, etc.)

S 2105 | Draws diagrams or takes notes

Abandons suspicious Abandons suspicious package or item

S LS package/item (suitcase, backpack, bag, box, package, etc.)

Abandons vehicle (in a secured or restricted
S 2107 | Abandons vehicle restricted area | location, i.e., the front of a government
building, airport, sports venue, etc.)

Attempts to enter secured or sensitive
premises or area without authorization (i.e.,
Enters restricted area w/o “official personnel,” closed-off areas of airport,
authorization harbor, secured areas at significant events
such as presidential speeches, inaugurations,
etc.)

S 2108

Engages in test of existing security measures
(i.e., “dry run,” security breach of outside
fencing/security doors/etc., false alarms to
observe reactions, etc.)

S 2109 | Tests existing security measures
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TYPE

CODE

CRIME CLASS (CC)

CCAD LONG DESCRIPTION

DESCRIPTION
Attempts to smuggle contraband through
s 2110 Contraband at security check access control point (airport screening
point centers, security entrance points at courts of
law/sports games/entertainment venues, etc.)
Makes or attempts to make suspicious
Suspicious purchase of leqal purchases, such as large amounts of
S 2111 PK P 9 otherwise legal materials (i.e., pool chemicals,
materials Y . . :
fuel, fertilizer, potential explosive device
components, etc.)
Acquires restricted Attempts to acquire sensitive or restricted
S 2112 | feaur : items or information (plans, schedules,
items/information
passwords, etc.)
S 2113 Acquires illegal Attempts to acquire illegal or illicit explosives
explosives/precursor agents Or precursor agents
Attempts to acquire illegal or illicit chemical
S 2114 | Acquires illegal chemical agent agent (nerve agent, blood agent, blister
agent, etc.)
o . . Attempts to acquire illegal or illicit biological
S 2115 | Acquires illegal biological agent agent (anthrax, ricin, Eboli, smallpox, etc.)
Acquires illegal radiological Attempts to acquire |Ilega_l or illicit r_adlologlcal
S 2116 . material (uranium, plutonium, hospital x-ray
material .
discards, etc.)
S 2117 Uses explosives for illegal Uses explosives (for illegal purposes)
purposes
Uses chemical agent (for illegal purposes, i.e.,
S 2118 | Uses chemical agent illegally dry ice bomb, chlorine, phosgene, WMD
attack, etc.)
Uses biological agent (for illegal purposes,
S 2119 | Uses biological agent illegally i.e., terrorist device, WMD or a tool of
terrorism, etc.)
S 2120 | Uses radiological material illegally SEES radlo.log|cal material (for illegal
purposes, i.e., as a weapon, etc.)
Acquires uniforms without legit Acquires or attempts to acquire uniforms
S 2121 q 9 without a legitimate cause (service personnel,
reason .
government uniforms, etc.)
Acquires or attempts to acquire official or
s 2122 Acquires official vehicle without official-appearing vehicle without a legitimate
legit reason cause (i.e., emergency or government
vehicle, etc.)
L Pursues specific training or education which
Pursues training/edu/w/susp i - : ; -
S 2123 ; indicate suspicious motives (flight training,
motives -~
weapons training, etc.)
s 2124 Large unexplained sum of Stockpiles unexplained large amounts of
currency currency
In possession of multiple passports,
S 2125 | Multiple passports/IDs/travel docs | identifications or travel documents issued to
the same person
Espouses extremist views (verbalizes support
S 2126 | Espouses extremist views of terrorism, incites or recruits others to

engage in terrorist activity, etc.)

Page 44




Findings and Recommendations of the Suspicious Activity Report (SAR) Support and Implementation Project

TYPE

CODE

CRIME CLASS (CC)

CCAD LONG DESCRIPTION

DESCRIPTION
Brags about affiliation or membership with
S 2127 Brags about affil w/extremist org. | extremist organization (“white power,” militias,
KKK, etc.)
Engages in suspected coded conversations
Coded conversation or or transmissions (e-mail, radio, telephone,
S 2128 S N : . X
transmission etc., i.e., information found during a private
business audit is reported to police)
S 2129 | Overt support of terrorist network Displays overt support of kpown terrorist
networks (posters of terrorist leaders, etc.)
S 2130 Uses Facsimile/Hoax explosive Utilizes hoax/facsimile explosive device
device (added 30JAN)
s 2131 Uses Facsimile/Hoax dispersal Utilizes hoax/facsimile dispersal device
device (added 30JAN)
MO SUSPECT OFFERS/SOLICITS:
s 2135 | Sensitive event schedules Event sc_hedules (i.e., Staples Center,
Convention Center)
S 2136 VP EREEREmES Of Ve VIP Appearance or Travel Schedules
schedules
S 2137 | Security schedules Security schedules
S 2138 | Blueprints/building plans Blueprints
S 2139 Evacuation or emergency plans Evacuation plans
S 2140 | Security plans Security plans
S 2141 | Weapons or ammunition Weapons or ammunition
S 2142 Explosive materials Explosive materials
S 2143 | lllicit chemical agents lllicit chemical agents
S 2144 | lllicit biological agents Illicit biological agents
S 2145 | lllicit radiological material Illicit radiological material
S 2146 | Other sensitive materials Other sensitive materials (passworgjs, access
codes, secret government information, etc.)
MO SUSPECT IN POSSESSION OF:
Coded/ciphered Coded or ciphered literature or
S 2150 ;
literature/correspondence correspondence
S 2151 | Sensitive event schedules Event sc_hedules (i.e., Staples Center,
Convention Center)
S 2152 VP GlppERIEnES of (EvE VIP Appearance or Travel Schedules
schedules
S 2153 | Security schedules Security schedules
S 2154 | Blueprints/building plans Blueprints
S 2155 | Evacuation or emergency plans Evacuation plans
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CRIME CLASS (CC)

TYPE | CODE DESCRIPTION CCAD LONG DESCRIPTION
S 2156 | Security plans Security plans
S 2157 | Weapons or ammunition Weapons or ammunition
S 2158 | Explosive materials Explosive materials
S 2159 lllicit chemical agents lllicit chemical agents
S 2160 | lllicit biological agents Illlicit biological agents
S 2161 Illicit radiological material lllicit radiological material
S 2162 | Other sensitive materials Other sensitive materials
S 2163 | Facsimile/Hoax explosive device gg?:{\fl?csmne explosive device (added
S 2164 | Facsimile/Hoax dispersal device S EEREIEEMIE ClEpRRs CovEs (ke
30JAN)
SUSPECT AFFILIATIONS:
S 2170 HESEERIES B I_<nown or Associates with known or suspected terrorist
suspected terrorist
Sent or received correspondence to/from
Corresponds with suspected known or suspected terrorist (letter, e-mail,
S 2171 ; ) .
terrorist telephone) (may be found in such instances
as private or business e-mail audit, etc.)
Appears in photos with known or suspected
S 2172 In photos with suspected terrorists | terrorists (group photo, event photo, vacation
photo, family albums, etc.)
o Associated with organizations involved with
Organization that supports . ; . ;
supporting, advocating or implementing
S 2173 | overthrow of government or iol h
violence violent acts (e.g., AITF, ELF, etc.) or the
overthrow of the United States government
TARGET/VICTIM WAS:
C 2197 | Agricultural target Agricultural target (poisoning of plants/food)
C 2198 | Pipeline Pipeline (oil, gas, water, etc.)
C 2199 | Mailbox Mailbox
C 2200 | Government Building Federal, state or local government building
C 2201 | Church
C 2202 Synagogue
C 2203 | University
C 2204 | School
2205 Sports venue
2206 | Theater
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TYPE | CODE CRIIDI\IQEC?IIQ_I':\’?'ISO(NCC) CCAD LONG DESCRIPTION
2207 | Amusement Park
C 2208 | Shopping Mall
C 2209 | Convention Center
C 2210 | Other Mass Gathering Location
C 2211 Bridge
C 2212 High-Rise Building
2213 | Airport
C 2214 | Freight Train
C 2215 | Train Tracks
C 2916 Eggw&cal Storage/ Manufacturing
c |z | eonmincatons
C 2218 | Energy Plant/Facility
C 2219 | Water Facility
C 2220 | Sewage Facility/Pipe
2221 Nuclear Facility
2222 | Dam/Reservoir
2223 | Site of Cultural Significance
C 2224 | Site of Tactical Significance
C 2225 | Hospital/Medical Clinic
C 2226 | Abortion Clinic
C 2227 | Department of Defense Facility
C 2228 | Public Transportation
EVIDENCE
C 2180 | Bomb/explosive device Bomb or explosive device
C 2181 Biological agent Biological agent
C 2182 | Chemical agent Chemical agent
C 2183 | Radiological matter Radiological material
C 2184 | Military ordinance Military ordinance
C 2185 | Incendiary device Incendiary device
C 2186 | Pyrotechnics Pyrotechnics
C 2187 | Facsimile/Hoax device Hoax/facsimile device (added 30JAN)
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CRIME CLASS (CC)

TYPE | CODE DESCRIPTION

CCAD LONG DESCRIPTION

CRIME RELATED TO:

Financing terrorism (through legal or illegal
means, i.e., evidence they are sending money

C 2190 Financing terrorism . o = .
to terrorist organizations; white collar crime,
etc.)

C 2191 | Victim's religion Victim’s religion

C 2192 | Victim's national origin Victim’s national origin
Influencing societal action (i.e., attempting to

C 2193 | Influencing societal action influence elections, government operations,
diplomacy, etc.)

C 2194 | Furthering objectives by force F_urthenng their social objectives by force or
violence

PREMISE

725 Government building

726 Police Facility

152 Bridge

212 Airport

716 Theater

139 Amusement Park

727 Shopping mall

713 Convention center

708 Church

730 Synagogue

731 Mosque

740 Other Place of Worship

722 University

704 Elementary, 720 Junior High, 721 High

School School, 723 Private, 724 Trade School

742 Sports venue, other

743 Mass Gathering loc

744 High-rise building

807 Blue Line Lightrail

808 Green Line Lightrail

809 Metrolink Commuter Train

810 Amtrak Train

126 Freight train

154 Train tracks

Chemical storage/Manufacturing

305 | facility
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CRIME CLASS (CC)

TYPE | CODE DESCRIPTION

CCAD LONG DESCRIPTION

Telecommunications

e facility/location

241 Energy plant/facility

303 Oil Refinery

745 Water facility

746 Sewage fac/pipe

747 Nuclear facility

155 Dam/Reservoir

(such as Kodak Theater, Hollywood Sign,

748 Site of Cultural significance Mann's Chinese Theater, efc.)

(such as communications towers, temporary

749 Site of Tactical significance
command posts, etc.)

240 Dept of Defense Facility (Military Installation or recruiting office)

701 Hospital/Medical clinic

227 Abortion clinic

750 Cyberspace

751 Web site

PARTY CODES

I Involved Party
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